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_ryptography Demonstration Kit Chapter 5: Fundamentals of Quantum Cryptography

.apter5 Fundamentals of  Quantum
Cryptography

This section explains how quantum cryptography works and the steps requiret_l to carry it
" out. It starts with a brief introduction and then explains the one-time pad which tums a

message and a key into an encrypted message. This is followed by the generation of the
1 keys, constituting the essential element of quantum cryptography.

The value of quantum cryptography lies in the safety from interception. Section 5.4
1 discusses how an eavesdropper can be detected using this method.

15.1. Introduction

_Cryptography describes the encryption of data: that is, rendering a message
 unrecognizable, ideally making it readable only for the sender and the recipient. This
means that the encrypted message is only meaningful if the key to decode it is known. The

; security of the key is based either on complex underlying algorithms or on practical
constraints such as the factorization of large numbers.

| All classical cryptography methods have the disadvantage that one can never be sure that
the key will not be "cracked" eventually. This fundamental problem however can be solved
- with the use of quantum physics. One of the core rules governing quantum physics is that
" observing the state of a photon or particle simultaneously causes the state to change. This
, principle, along with tfie Tandom number generation, is what allows a user to generate a
- random key that is known only to the sender and the recipient. As an added feature, any
3 attempt at interception can theoretically be identified.
“There already exist some examples of encryption systems that employ quantum
. cryptography. These systems are commercially available today, for example at
* http://www.idguantigue com/quantum-safe-crypto/

:5.2. The One-Time Pad

: The one-time pad, also known as a single-use key, is an encryption method that is 100%
" secure in principle, provided that all requirements are fully met. Quantum physics merely
-helps meet these requirements, whereas the method itself is a classical encryption
"technique.

; Imagine an encryption key that consists entirely of a perfectly random sequence of Os and
“1s called “bits”. Now imagine the message also consists of Os and 1s. Binary addition of
.Ilhe message and encryption key can be performed to obtain another chain of Os and 1s
Jwhich is completely random as well. This results in the encrypted message.

1
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- Jles” that apply for binary addition are as follows. B 1 :féelg::-;:r;in;: ;;uel:lstg :zemneuer:'lz:r“(]: ::;f:;iewgz‘:‘:mw encrypt a number §§ 5\\?-3

~

Q2.

‘_ = Requirement 2 is the responsibility of the sender and recipient. and is easily realizas. L'? >

= well. ®

- 7§ Requirement 3 is difficult to meet upon closer inspection. since every random numbe:

! generator is ultimately based on an algorithm. This means that random numbers generated

( -9 by a computer are always merely “pseudo-random’. However, quantum physics can be

‘e lenaed recipient obtains the encrypted message, they will use binary addition “" :I used to solve this problem since it makes true randomness possible This is discussed ir
vued message and encryption key. This will then produce the original ‘ . . more detail in Section 5.5.

: e Requirement 4 is problematic as well, since the classical transm_lssion of a key opens Lp
way ot & example. we can encode the word Test’. Each letter can be translated into g+ .q the possibility of intercepting it. This problem too can be solved with quantum physics. The

Hin=ry code as shown in the table below (see Chapter 9 for a table that converts ¥~ © approach to the secret distribution of the key is discussed in the next subsection
aiphiabe! jetter s 10 binary code)

W T 7 [ E ] 5 T v =3

= - —TT - $. 53. Key Distribution

Py olglale]|o p\g_plpTﬂo[olﬂoM\olc]?ﬂ
. - — - . q531. /2 Plate and Data Transmission with One Basis

key 1. "ylolalolslolelols ‘ 1 ‘ 0 ‘ 4 } 0 ‘ 0 ‘ » ‘ 2 ‘ 1 ‘ 0 1  This subsection is intended to facilitate a better understanding of the sxperimental setup
rendom; i I * W by briefly running through the process of transmitting data with one basis. Actual quantur

Encrypted | 1;‘-_,.10{1]1:10‘1]0\'1'

message

cryptography (in the real world and in this analogy experiment) works with two basas
- 'y which is described in the next subsection.

A photon is to be used to transmit a “0" or a “1". In this example, the polarization diracnor

+
Keylas = . - 1 ﬁ: ¥ is used as the bit: A photon with horizontal polarization is interpreted as a "0" one witr
Seidlasey 1'0[1|0[1]0 Ol!)“f 1}011‘0‘0|1‘1‘1‘011.1 vertical polarization as a “1".
B - " a--—} T I[ ﬁ So what would an experimental setup look like that can transmit data this way” An examoie
Binary . ” | ‘ ‘ ‘ ‘ i ‘ I 0 I 1 i i is shown in Figure 2.
word J 1 0 0\1|D!0.L1 0|0 1‘0 0 1*
- = e = A i
) Word | 1 _E___ S | T E‘ NICE BOD
i I i
Ie el vpied message s intercepted, the eavesdropper requires the key in order to ﬂ'.«l sl | ! e
 Winout e key. the random sequence of zeroes and ones produce complete it :

= woer converied 1o a2 word This makes the message entirely safe from i.
1 "y

|

>

Figure 2 Data Transmission with One Polarization Basis

mmarize e essental regquirements:

Single Photon Souce
e ey naEs 10 be 3l least as long as the message

ey must only be used once

nE ey must be completely random

fie iy must be known only 1o the sender and the recipient.

-
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= sending unit "Alice” consists of a single photon source which is polarized horizontally

and a 4/2 plate. &-
The 4/2 plate rotates the polarization of the incident light by double the physical rotation -«
angle of the wave plate. For:example, when the wave plate is rotated physically by 45° %
relative to the incoming polarization, the polarization of the light is actually rotated by 90°. ‘.
This is why a 4/2 plate is also known synonymously as a "polarization rotator”. E
When we talk about the “0°” and “90°" settings from now on (later “-45°" and “45°"), s
this angle always refers to the rotation angle of the polarization and never the “'
rotation angle of the 4/2 plate.
A sketch describing how the 1/2 plate operates
is shown in the diagram to the right. Light
incident on the wave plate is altered such that
polarization components not aligned with the
fast axis of the birefringent crystal are retarded.
For linearly polarized light, the result is that the

polarization is rotated by a value twice as large
as the rotation of the 4,2 plate.

The receiving unit “Bob” consists of a polarizing
beamsplitter cube and two detectors. The
polarizing beamsplitter cube reflects the
vertically-polarized (90°) component of the
incident light, while passing the horizontally-
polarized (0°) component, as seen in the
diagram to the right.

If the polarization state of the light sent by Alice
is set to 0°, the photon will pass through the
beamsplitter (designated as event "0"). If the
wave plate is set to rotate the polarization by
90°, the photon will be reflected by the
beamsplitter (designated as event *1").

| | i e o
e Polarizing
B LI}En‘nsplitterCube

-

S )

&

|l 56.3.2. Key Distribution — The Right Way
W_hile the method with one basis (0° or 80°) is sufficient to transfer data from Alice to Bob
‘a it is not able to guarantee safety from interception. A second basis comes into play to
accomplish this. In addition to the basis with 0" and 90°, which we will now cail the
3 basis”, a second basis with -45° and 45° is used. From here on we will call it the "« basis

Now the setup looks like Figure 3. This is also the setup used for quantum crypfocraphy
‘i and for this experiment package.

Alice Bob

Polarization Rotator
-45°, 0", 45", 30"

Singhe Photon Source

Potarizing Bearsplittsr 0
PaS

q
3
e |
E |
& |
3 Figure 3 Quantum Cryptography Setup with the Bases + ( 0° and 90
: and x (-45° and 457)

| Now Alice has to make two random decisions for key generation:

« Alice has to select her basis at random, + ar x

™ . Alice has to select a random bit, 0 or 1

; Selecting 0 with the + basis means the setting 0°
3 Selecting 1 with the + basis means the setting 80°
& Selecting 0 with the x basis means the setting -45°

Selecting 1 with the x basis means the setting 45°
q
j If Bob selected the + basis and Alice sends in the + basis, Bob obtains an unamoiguous
result; this applies correspondingly if both choose the x basis. But what if Bob choos
different basis than Alice? The result of choosing a different basis than Alice is that
: polarized light will be sent to the beamsplitter. For a continuous beam. half is lrapsmltlte:-
__ and half is reflected. However, assuming that only one photon is sent. only one of the two
A detectors can respond. The detector that responds is then left to chance If the two bases
do not match, Bob will nevertheless measure a signal on one of the two detectors The
'3| probability of detecting the photon on one of the two detectors is 50% respectiveh

i

o 000

Bob sets his polarization rotator to differentiate between the + and x bases Acc
Bob only needs the settings 0° and 45°.

oroingh
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he different cases are shown again as an overview.'
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ki Heald

\tie 1able that follows, T

'+ alice were 10 send a signal comprising of random bits in random bases and Bob ...
=nalyzed the signal using a random basis — how does this become the key for data ‘;l
transmiss on
o

‘nat both Alice and Bob will tell each other which BASIS is being used to F"
it at & later time. In the last three columns of the table, the result is only - :J;
00%) when the bases are the same.

scuce. Alice anf.i Bob will go through each of the measurements and only
=" @ “x" When the two are different, both discard the measurement. But if

« the same, then BOTH know which BIT was transmitted based on the result .

o's detectors. The bases, not the bits, are ever communicated publicly. &s

= =ncryption key is derived from the measurements in which Alice and Bob _©

2 basis

15

answeg

ansimit &

#fo

TidrnCElE

nases

=

w W o

= and Bob have gone l_hrough all measurements this way, both are in P
random) key. I'~:luw Alice can encrypt the message and send it in the + |
the message in lht‘!\ ;“b_‘%;s‘i'\s. and is then able to decrypt it. .

ioanes on this p!otooo{ and introduces an eavesdropper into the process.
/i 1ne same exercise have much different results, which allow Alice and Bob
. esence of this eavesdropper.

5. 5.8

[

=
Ty

i

%
F

ol the latie stould Le found in other imple ions of thi: s

f ons of this t, this is

suse Ly 5 different polarization of the mcident hif it . ' b
ke & digital 1 laser. If it is vertical, then the 0° (Alice)

all

5.4. Detection of an Eavesdropper

an eavesdropper "Eve’ placed between Alice and Bob ¢

| Let us examine the situation of i
ts as Alice and Bob, only in the reverse sequence. This v

-d consists of the same componen
shown in Figure 4

I
Préanzation Rutaor

ization Rotator
o o, 45° 457 07 457, 90"

1
i
B
3

Singhe Phaton Source

4

a7 Alice
7 Eve is placed in a position to mea

transmit the identical information to
same basis as Alice: In this case, Eve measures the signal that

‘Alice sends correctly. Therefore, Eve will transmit the correct result to Bob in the
same basis that was initially sent by Alice. Now Bob randomly chooses his basis

and once again there are two possibilities:

Bob chooses the same basis as Alice: Eve has transmiited the signal

!
|

pper Eve

sure the light coming from Alice and then attemp! 10
Bob. Consider the following two possibilities

Polarizing
Beamsplitter

Alice and Bob

Figure 4 Eav

Eve chooses

[s]
correctly using the same basis. Thus Bob obtains exactly the
polarization state sent by Alice without detecting the presence of Eve

o Bob chooses the other basis: The basis used to receive the signal 1s

different than the basis of the signal transmitted by Eve. Thersfore one
of his detectors will respond at random. However when Alice and Bob
now compare their bases (same result as in the preceding subsecton

this measurement is discarded anyway because of the different bases
used by Alice and Bob.

Eve chooses the wrong basis: In this case, Eve chooses a basis that differs from

the one used by Alice and one of Eve's detectors will respond at rancom
Therefore, Eve is not able to judge whether she chose the correct basis Wher
Eve sends her signal to Bob, she will send the bit in the same basis that she
received Alice's signal with.

by b
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w Because Bob is also randomly choosing his basis, there are two possibilities: A
o Bob_chooses differe is_than Alice: This measurement is v
discarded after Alice and Bob compare bases. ‘-
é h i ice: This case produces the error i

which allows Alice and Bob to detect Eve eavesdropping. Keep in mind [ =

gt |

that Alice and Bob have confirmed that they sent and received the signal Y
using the same basis, so the measurement is not discarded. However, ‘:
Eve was eavesdropping in a different basis. This means two random %

detections took place: Eve in intercepting Alice's signal (because her .4

basis did not match Alice's) and Bob'’s in receiving the intercepted signal
(because his basis did not match Eve's).

-
In half of the cases the correct detector responds for Bob, so that he 5
receives the same bit which Alice sent. But in the other half of the cases, :
the other detector will detect the photon. Therefore Bob obtains a ‘u
different bit than the one sent by Alice. .

To summarize: This represents a case where Alice and Bob obtain different bits with the &
same bases (which can never happen without third party interference). Therefore, the test :
for a spy is simple. After Alice and Bob have compared bases, they choose a certain s
number of bits with matching bases to compa
then there was no eavesdropper in the system.? But if errors are found in approximately -
25% of the compared bits, then the communication was intercepted. 3
Although it may appear that Eve is only discovered only after eavesdropping, this is not
the case since only one test encryption key has been generated so far. Even if Eve was
eavesdropping (and therefore intercepted a certain number of bits undetected), this is :
inconsequential since no part of the actual message has been encoded or transmitted.

q

The individual cases are presented again briefly in a table for an overview. Only the cases
where Alice and Bob use the same bases are considered here. The remaining
measurements are discarded during the basis comparison process.®

Basis used by Alice Basis used b’ Bits match for Alice
andl;ob " Eve Y Error? and Bob b
[+« + No 100%
s X In part
[xx | + In part 50% 1
I xx | X No 100%

2 gtatistically it is possible for all test bits to be randomly correct. Therefore the sample
size of bits must be large enough to ensure that the result is statistically significant.

3 The 25% error rate can be calculated from the table. If Alice and Bob choose the +
basis, then Eve also chooses the + basis in 50% of all cases, which cannot be detected.
But in 50% of all cases she chooses the x basis. Furthermore, in 50% of these cases the
correct detector responds due to the random chance associated with an incorrect signal
transmission. Therefore, the total error rate is 50% x 50% = 25%.

] 4
Chapter 5: Fundamentals of Quantum Cryptography ‘. 3 Quantum Cryptography Demonstration Kit
.

re publicly. If these test bits are identical, a

53

L |

Chapter 5: Fundamentals of Quantum Cryplography

[ 5.5. What Does “Random” Mean?

As described in Section 5.2, the one-time pad requires the completely random selection of
i the encryption key. This means computer-generated, pseudo-random numbers are not a
solution for 100% security. However, quantum physics offers numerous possibilities for
true randomness. For example, a photon that hits a 50:50 non-polarizing beamsplitier is
transmitted or reflected entirely at random. Half are transmitted and the other half reflected
- ON average, but the "decision” of an individual photon is completely random. While this
3 particular principle applies to photons, many other processes such as radioactive decay

are also entirely random.

“# |n practice, we can interpret a photon reflected by the beamsplitter as a binary 0 and 2
photon transmitted through the beamsplitter as a binary 1. In the case of conventional light
‘ incident on two single photodetectors after a beamsplitter, if the intensity on the detectors
is the same, then the distribution of hits on the detectors can be considered completely
A random as well.

Particularly, quantum physics random number generators are a key component of
"‘ quantum cryptography data networks. Some commercially available options already exist
http:Jhmvw.idquanlique.comtrandom-number-generationt.

5.6. What prevents one from simply copying the information?

Consider the scenario where Eve could simply copy the photon carrying the information
__ In this case, the security of quantum cryptography would be wiped out, since she could
' d carry out her measurement on the copied photon
Alice and Bob detecting the eavesdropping

N send the criginal photon on to Bob an
Eve could then intercept the key bits without

3 However, the exact copying of a quantum physics state is actually impossibie This
principle is known as the “no-cloning theorem” which was formulated and proven in 1982

3 In general, this theorem states that no quantum state can be exactly copied without altering
its state. Therefore, Eve could not copy a photon from Alice without altering it, and cannc!

*! send an unaltered photon to Bob while keeping a copy for analysis.

x

T

= b ) g
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Experimental Procedure
squence of steps tor this expenment are taken from the the BB84 protocol. You can

¢ segque

w oramat publication here
watson ibm.com/researcher/files/us-bennetc/BB84highest pdf

ence ol the BBS84 protocol expeniment is:

Alice chooses a random basis (x or +) and a bit
| (0 or 1). Bob then randomly chooses his basis (x or
{ +). Both set their wave plates accordingly. Then the
photon is sent through the setup (with us, the laser
b ey (TANSTISSION pulse).

4 |

Bob notes whether he measuredaOQora 1.

Repeat this step many times.

Alice and Bob go through their measurements and
| tell each other which bases they chose. They keep
the bits measured when bases used by both Alice
| and Bob were the same. Any others are discarded

from the sequence.

LA

|

a2sing \nzomrect bases |
| Note: Only the bases are communicated between

| Alice and Bob (this can even be done publically).

After comparison, the remaining bits become the.
secret encryption key between Alice and Bob. i
Alice and Bob publically compare a sample of the:
transmitted bits in step 2. If errors exist, this confirms
the presence of a spy and the key is erased.

However, if no eavesdropper is detected, the test bits
are removed and the remaining bits are the final
‘encryption key. B
Using the key generated in step 3, Alice can encrypt
the
| Alice sends the encrypted message to Bob. This is
_ donepublicly. _ 4
Bob decrypts the message with the help of the
generated encryplion key.

o the message

20Smitlng the message

ypung ine message

LAY S

MTNOO5660-D02 4
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There are additional steps in the protocol, which are not implemented for this e

i

Authentication: A few bits are exchanged at the start af COMMUNICELAN s,
to a key established by Alice and Bob in advance. This step allows Alce
authenticate that she is communicating with Bob and not someons zlse

If no errors occur then this confirms there is no eavesdropper in the line a1 th-
outset. One way to accomplish this step is to save a few bits from a previous
communication for authentication in the next communication

«  Error correction: Since no system is perfect and measuring errors ahways occur
certain algorithms are used for error correction These algorithms are not
discussed here as it is outside the scope of the experiment

"7 5.8. Classical Light Versus Single Photons

':I The one major difference between this analogous experiment and & lrue quanium
cryptography setup is that genuine safety from interception can only be guaranteed ifa
‘A single photon source is used. This means the information of a bit has to be transported
only by a single photon, since according to Section 5.6 it cannot be copied or measured
z g without changes.
If any classical light source (even weakened lasers) is used instead of a single photon
3 source, then Eve cannot be detected. All that is required to eavesdrop 15 for Eve to
| separate a portion of the transmitted light for detection/analysis while sending the
! remainder to Bob unnoticed.

. Because the experiment detailed in this kit uses a pulsed light source (still not a single

photon source), it cannot truly be employed as a perfect encryption system However he
sequence of the protocol is completely identical to a true quantum encryption system

N
( 5.9. Mathmatical Description in Dirac-Notation

Up to here, we described the experiments qualitatively. The preparation of the polanzation
gstates and their measurement by Bob (and Eve) are comprehensie parts of the

experimental realization. However, every physical theory requires a mathemalcal
.. description as well. In the following, we cast the experiments into formulas

A suitable notation must first be found. For polarization states. Dirac's Bra-ket Notation s
i an elegant choice. The four polarization states in this experiment are symbolzed as

=45}, 10°), 45, [90°) (1)

I where |0°) and |90°) are the basis states of the + basis and —45% and 457) are the basis
states of the x basis. The elegance of Dirac's notation lies in the fact that a state can be
.i" expressed and processed even if no distinct coordinate system has been chosen

Rev 8, May 16, 2017 Page 19
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[«
® = 10°) 7 1 1 :
- y q o|(PY]2 = o 450 o o
= — 45° o (45°]0°))* = |— (45°]45°) + — (45°|-45°)] == 7y
[ - 459 A s I = [ ) ¥ Cp SEIIT) 3 (
3 This means that the probability of a 0°-polarized photon passing a 45" oriented polanzer
3 |90?) X is 50%.

When a coordinate system has been chosen (to the right, xy), the states can be written in

vector form as
V- = Q) @

An important mathematical tool is the scalar product which is performed in the following
way*

o) = (

o100 = 0y _
o109 = (1 0)-(])=0 3)
The squared absolute value of the scalar product (|(90°]0°)|?) is a descriptive quantity
thatrepresents the probability that a 0°-polarized photon passes through a polarizer

oriented in the 90 direction. Naturally, this probability is 0 which is consistent with equation
(3).

=

PM

The states can also be expressed as linear combinations, e.g.,

.

145% = @ - [0°) + B - |90°) (@
Since the scalar product has to be normalized, it is show that ;

1= [{45°145°)7 = a*a (0°]0°) + a*B (0°]90°) + af* (90°|0°)
o -0 =0
+ BB (90°190°) = |a|* + |B)*
=]

Due to symmetry it follows that a = g = 1/+/Z. Therefore, all four states can be expressed
as:

]
@

LN

o =2 ooy 1 L 1gge ﬁ

|4s>-?ro>+v?|9a> Ea"g
[~45°) = — [0°) — — |90°

) "?” ﬁlm} (6)

10 =7 1459 + —= |-45°) ]
1 1 SO

190%) =5 |45°) = — |-45°) j

Z vz =
A veclor representation can also be chosen, e.g., |+45°) = (+1/vZ , 1/v2)". The ™ E(

probability that a 0°-polarized photon passes a 45° oriented polarizer can now be
calculated;

* To be precise: |(alh)|* =
Page 20

{alb) - {alb)* = (a|b){bla), where a® is the co jugate of a.

pPLARRALLY

3
L
3

i ;T,.J"‘u
=y

= In the experiment, however, Bob and Eve only decide for a basis to measure in (+ or x)
i and observe which detector responds. The question is how to express that mathematically

In order to do so, operators M, and M, are introduced that each describe a measurement
in either one or the other basis.

M, =10°){0°] — [90°){90°|
M, = |45°)(45°] — | — 45°)(—45"°|
First, the operator of the + basis acts on the vertically and horizontally polarized state
2, 10°) = |0°)0°]0°) — |90°K90°|0°) = [0°) — [907) -0 = |0°)
M, 190°) = |0°)(0°90°) — |90°){90°|90°) = [0°)-0 — [90°) = —[90%)

|

(8)

t)]

The result is not too surprising — when the vertical or horizontal state is measured in the +
basis we retrieve the state itself. Note that the observable M, is the quantity to be
measured while the eigenvectors (namely |0°),]90°) are the possible states of the
system.® The eigenvalues (namely +1) represent the possible outcomes of fhe
measurement. Here, +1 comresponds to the transmission of the photon and -1

corresponds to the reflection (which, in turn, can be interpretated as the phase jump
occurring due to the reflection).

The diagonally polarized states behave accordingly when measured in the diagonal basis
M 145°) = |45°)(45°]45°) — |—45°)(—45°|45%) = |45°)
M, |—45°) = |45°)(45°] — 45°) — |—45°)(—45°] — 45%) = —|—45%)

The eigenvalue —1 does not correspond to the reflection in our setup, though (since the
state | —45°) corresponds to the transmission and, therefore, Bit 0). This can be understood
by noting that we do not tilt the beamsplitter for a measurement in the diagonal basis but
instead rotate the incident polarization by means of a 1/2-wave plate at the receiving unit

What happens, though, when a 45°-polarized photon is measured in the + basis? In
equation (7) it was shown that the transmission probabilty of this photon through a 0

polarizer can be calculated as 50%. Calculating the state yields a superposition of the [07)
and |90°) states:

=y

5 Reminder: when the equation M|x) = y |x) holds for a state |x) and an operator M. we call [v) an

MTNO05660-002

i

‘,‘ ﬂ eigenvector of the Oﬁ!ﬂl’o"’ M with eﬁ' nvalue x.
. |
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WOt [ == 1) = |~1n~\_) BT TR I(ﬁ 07y 4 7z |90 ?) ‘-f i Alice
Lo 1 T
3407107 4 .I-'. 07190 — 7_;|gn->)(q(}u|()n) - ;g State B_GB?:E
» ’ 1 1 (11) 1
1, 130 HD07 D0} —=0%) - EI‘JU") ' !
Y ) R
2 1 ” i)
4, 1457 = —=10°) + 751907 | |
o essupng a vertically o horizontally polarized photon in the diagonal basis ﬁ_ i
SRR rgou}
1 1 .
W, 0°) = Z=148%) = ~,-,=|u45*) B a)
iy
(12) ot .
. 1 s.\.
M, [90°) = —[45°) + —=|—-45°) Ty L 145°)
vz J‘ B
Jow we koow how the photon states change. In the following, we can mathematically E" ‘I -
descrine (he - easurements and states for Alice, Bob, and Eve as described in the
oI ectinng © \We start with a table describing the situation without Eve. Afterwards, Eﬁg |-45%)
=00 oreseonng the description including Eve is shown.
"Wl | B8 Bases of Alice & Bab Identical > Bit can be Used as Key Bit
1 Bases of Alice & Bob Not Identical= Measurement is Discarded

lculations couid aiso be performed in the vector mpmsenra.‘mn The stafs 5

5 Lrembedamue The of 5 repr are v M, = E: ﬂ
RETERSY { r) _-; -
. MTNOO5660-DO2
3 X
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Cryptography Demonstration Kit Chapter 5 Fundamentals of Quantum Cryptography g | &' Quantum Cryplography Demonstration Kit Chapter & Examples
Alice 1 Eve _hb >
.. o o T 1 Chapter6 Examples
8t . ; . T . .
. ~ % 6.1. Encryption Protocol without Eve (Two Letters)
+ R0 = |0%) 107 & o _-!- Step 1: Alice and Bob randomly select their bases, and Alice also selects her bits
| b )
ey S 3 i Alice —
+0 109 . P :‘ "5°)=3‘!|f“’%1q’°“ o “ 1 10 |11 |12 |13 | 14 ] 15 16 147 | 18
v 8,10 !4:!_ _‘:a} & \- |=45%) = ﬁlo") + 3|9U) Basis N + 1l % | x I + i P
il vd T - 1 + 1-
ebimdhy Bit 1 1]ol1[ofofof1]o0]
= Bob o
+ |R. 1907 = —190°) 190 B i, 1 1 1011|1213 | 18 !__1_5 |16 |97 | 18
: R A = d Basis g x|lx |+ +|x|+|+]|+ x
w1 190 7,145 = Z107 - 21909 or | [orf gt . - I
o Bit
x 1, 1o0% = 150, 145 H;’ M, 1-45%) = 5100 + 2i90%) | Bord | L | Stk —
L (-5 B fase) o o "1'"[‘ Step 2: Alice sends the bits in the chosen basis and Bob records the bits he measures
g '_';a' During Bob's measurements, he uses the bases chosen randomly by him. Bob will than
. . g interpret Alice's transmission as in the example below. Please note that in cases whare
55 f i Aapmitin, o the bases do not match, a 0 or 1 bit result is selected at random.
" o) 190°) i
+ (M 45 == i ot .
i Vo2 1;.> o (Al =515y —Gi-as o | o | f{ N Bob -
e I 1,190 = L1459 + i-asy | Bork 4 g 1 10111213 ]14]145 |16 |17 13
I TR T 7 vrey) [, Basis i x| x|+ x|+]+]+]x
*  |M, |45%) = |45%) | 1457 ) o 8 Bit 1 o|1|0]|1 —D_--_ 0
- g
. 107) = , o
-;ﬂ---=mﬂ'l e e 0
« |—45% 7 + 7 - 4, 107 =J—‘il45'} B j —2a m
%0 | |-45% . x i s Begocgen e
| f,190%) = Lias) + =|-45%) | Borll |_ES (
* M, |-45% = —|-457) | —45% i it ’ m
| e
| ‘- -m
[ - -
gﬁasesdma_ceaaob&EveldaﬁweEveisNotNuﬁoeu 3.
» 235@3 of Alice & Bob Not Identical » Measurement is Discarded Anyway ="f £ (
= Bases of M. & Bob ldentu_:al: Bits are Incidentally dentical, Eve is Not Noticed E:
ases of Alice & Bob Identical; Bits Incidentally Differ - Eve is Uncovered 4 L!
_ - “
Page 24 o (]
MTNO0S660-D02 =y = o TT Page 25
B X



B o § £5=8
n Kil Chap. & 8053_
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Step 3 Alce and Bob exchange their bases ('l have +" or *| have x"). Both Alice and p— Step 6: Bob !hen_ uses the encryption key to decode the message (binary aday,) & g -E' 5 g
20k will note which of the transmilted bits were sent using the same basis (see ™ a first and second lines) s % § 2 _'.!’
telow) Received = E E
[ Bit |
Key Bit
Data Bit
Letter
62 Encryption Protocol with Eve
The process of generélting the key is discussed again h_ere. but t_hrs time with Eve who is
- ‘# eavesdropping. Her presence is discovered by comparing test bits.
= ‘i Step 1: Alice, Bob and Eve randomly select their bases, and Alice also randomly selects
- bits to send.
Step 4. Alice encrypts two letters with the key that was just generated. ;“!
“ead the baary representation of Q and M from the alphabet table, then perform T Alice )
lany saditon on the first and second rows, see Chapter 9 for reference tables. 3 | s ) W R | = I T
-8 | vi23la|sl6|7|8|9|10/11)12}13]14 15 16 17|10
+ + % + ok | X |+ x
Letter Q M B"! Basis Xo| X |+ X =% + _x x:, X | 2 sl )
—— S ) Bit 10011|0011-1_91 U|0 1_£_1
Data Bit 1[000001 10/0 =“i
— — Bob Il
KeyBit |0|1/1(0fl0f1]0]0 0(1 e~y tl2|s|a|slefria|s 10| 12|10|14]15]16 17 1
_5;%611‘1‘001;.-110‘_1- Basis + x| xIx |+ ]|+ x+‘x_x_++§;+:+_t“r
it M & |
—oN (B . . Y |
5 " o [ES Wi Eve o
“leb 92 Alice sends the encrypted message using the + basis (0° to indicate 0 and 90° T = T [ 5 | l Eal]
dicate 71 She therefore selects the following angle settings in the sequence below: o tl2sja)sfe|7[8]|9|w0]19]|12 1314|151 Frian
) 'LBasis x| x|+ x|+ 1+ + x| x "i_"-"’"‘!ﬂ""*
90°. 90%, 90°. 0°, 0°, 90°, 90°, 90°, 0°, 90° : S - — Ll i
g {
Step 5b U receives Alice's transmission using the + basis as well (reflected light = 1,
ansmEa 0Nt = 0). Bob will record the following received bits: = 1]
Received 57 -
| Bit 1__,_1_‘;1_‘_0_1011(1 1/0 1| L (]
age 28 oy
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=°—: ;,Wommmfm Kit Chapter 6: ples i+ &) Quantum Cryptography Demonstration Kit Chapler 6. Examples

nds the bits using her selected basis and Bob records the bits he E— : !I Step 3: At this point, Alice and Bob exchange the bases used for transmitting and

+p 2: Alice then se receiving ('l have +" or *| have x"). They highlight the measurements where the bases

neasures. However, in this scenario, Eve is between Alice and Bob and selects her basis

i i » Y i by Alice, Eve tch
ndomly as well (either 0° and 45°). If Eve's basis matches }he one r;hosen match.
:ill mgﬂn the correct bit. If Eve selected the incorrect basis, she will transmit a random [~ (|
bit based on her interpretation of Alice's signal (0 or 1). Bob, however will record the bit Alice e G R g -
that he receives from Eve. The measurements performed by Eve and Bob will appear as B AT A AV AYTAY AT AR r“ ”
in the table below (Eve's measurements are shown for explanatory reasons, but are e = :
thMdenmbomAIioesndBob'): = 3 Basis x 1 x +..- xg+R+Rrlx + I x{ x
- |Bit 1 Noflo N\t AofAe/\1 /i1 ] 1 Ao)
Eve . = — S \v A=~ <7
2 (3| e8] |7 10 |11 |12 [13 | 14 | 15| 16 | 17| 18 L P e _— ~
Basis dx e+ x|+ =]+ o] x[x]x]s]x[*]x|*]+ AR Vs s |10 1Y 12
| Bit 1/o/ojoj1jojof1]1]ojOf1]4]1]0]1]O]1 +0x]x 2B x x|+
o4 1 0 nofl 1|0 \Oj O
o _ Y AN Y
¥ H;-_\ .
[ SRAESERC R Bl i Bk e Bl B - R "-—1':‘Step4: NuwAIioaandBobmmparetheb'rtsforwhichtheirhasesmatched (the ones
e b BP0 RECA Rl 0 R 6 R ) Rl e Rl v Rl R ﬂ__'..‘cirdedinred)
| Bit o/l1l1|ojojojolt]|o|Oo|ofas{1|0|0|0yo0|®

= .+ mice: 0 1f1}0 of1}o 0 of1}
In the tables below, the same set of data measurements is presented but with all events i Bob: 0 1100 0400 0 040

determined by random chance highlighted in green. Green measurements in the first

table indicate random events produced between Alice and Eve, while green :“" » As seen above, there are differences between the two bit sequences — these are circled
measurements in the second table indicate random events pro&uced between Eve and ~ "*in blue. The errors occurred three times out of ten, which is close to the expected 25% °
Bob m The presence of errors in this test string alerts Alice and Bob to the presence of ar
! <% eavesdropper and the protocol would be abandoned at this point.
In either case, neither Eve nor Bob know whether their measurement was randomly m
generated. =
= R |
1|2 |34 |5 6 |7|8|9|10|11|12|13 |14 15|16 |17 18 K]
| Basis X x | &+ x|+ |4+ |oxyf x |or] x || x [ x [ + E*ﬂ
Bt 1{ojo o [ 1 il o | 1 o1 [0l o
88 ¢
Bob
2 s5/6|7|8|9|10]|n 12‘13144“«;11'13&‘:i
i vicd IRl B IR il Il 0 x| x|+ |*+|x 5':" E (|
Bit 0 ) F
0 0|0 11

o |
S:- 8 There is no system underlying the numbers chosen here. The fact that Bob has so many zeroes is
h L therefore pure chance. Furthermore, the combination of *Alice=1, Bob=0" three times for the

7 oo s ;
Similar to the experiment without Eve, the measurements where the bases do not match are

Landom. 4 incorrect pairs is random. When the random events marked in green are chosen differently. the bits
Page 28 - R E‘ (] compared by Alice and Bob also change correspondingly.
TNOO 1 Rev B, May 16, 2017 Page 29
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Chapter 7 Setup and Adjustment =
Component Assembly
ew the ROF 1 feet onto all breadboards, To do this, use the 1/4"-20 x 1/2" (M6 x 12 mm) o :
secure four feet to the bottom of each breadboard. -

W S

| Take a BA1(/M) base and
screw one of the PH2
(PH50/M) post holders to
it. Insert a TR2 (TR50/M)
post. Remove the set
screw from the TR2
(TR50/M) post using a
hex key. Then screw the
sensor  unit  (pictured
below) to the post using
the thread adapters Carry |
out these steps for all 4

FAT(/M) base and
LTEW of the PH15 | and screw one of the
P40 post holders to it | PH2  (PH50/M)  post
sing o 14" 20 x 3/8" (M6 x | holders to it. Insert a
¢ mmy screw. Insert a TR1.5 | TR2 (TR50/M) post and
IR40M) post and screw the | screw  the  AT1(M)
K100 o 1t (see illustrations | adjustment aid to it.
welow)  Insert the CPSG35R-

2 lasel o the AD1TINT

g which is secured |

0

e "; g

Sensors.

nmonnonn

- NN W W

Mow set up the two be
a TR2 (TR50/M) post.
A KM100PM/M with a incl
w= W Figure 6. Use protective g

- | correct orientation (lettering on

amsplitters. Use the UPHZ (UPHS0M) universal holder ang

im
Hc"rl

Remove the sel screw from the post with a hex key Attacr ™
uded cap screw. Attach the PM3(/M) supporting arm as shown
loves to pick up the PBS201 and insertitin the onentation shows,
ed by tightening the screw in the supporling arm. Verify ihe
the bottom, edge correct)

n photos below. It is secur

Figure 6 Mount PBS201 B ;plitter to Kii

~ ATTENTION |

Avoid touching the 12 plates with bare hands. Wearing gloves during assembly is

strongly recommended. Only grasp the edge of optical components in order to avoid |

touching the surface with bare fingers.
aTw

Po

721,
Tha o

| a W |nstall the A/2-plates. First, screw a PH1.5 (PH40/M) post

holder onto a BA1(/M) base. Screw a TR1.5 (TR30/M)

& W post into the RSP1X225(M)-ALICE indexing rotation

mount (see image to the right). Unscrew the retaining ring

= m by using the included SPWE06 spanner wrench. Insert

the A/2-plate and lock it in place with the retaining rng.

E gRepsat the steps for all 4 rotation mounts. Two of the

' mounts are engraved with 0° and 45° markings while the

_other two rotation mounts are engraved with four

‘Fﬂ & markings (-45°, 0°, 45°, and 90°). The procedure for

aligning these rotation mounts is described in Section
7.3

L]

7om

T~

7

¥
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Chapter 7: Setup and Adjustment ﬁ ! Auant

E =

Electronics

7.21. Power Supply

The power supply included in this kit is designed
to provide a stabilized 5 V. Select the correct
plug for your region and insert it in the jack on
the power supply.

7.2.2. Laser Electronics

In addition to the connection for the power supply, the laser electronics box? only has an
input for the laser. An adapter cable is included to connect the laser electronics with the

CPS635R-C2 laser module.

v g ‘B
Loser  Power

——

The laser electronics control unit features a fire
button that is used to switch between pulse mode
and continuous wave mode (see picture to the
right). Hold the fire button down for 2 seconds to
switch the laser to continuous wave mode.
Pressing the fire button briefly ends the continuous
wave mode so that short pulses are sent. The
output of the laser is visible when a piece of paper
is held in front of the laser. A green LED on the
side of the laser electronics control unit indicates
that it is ready for use.

9 Use the supplied power supply for operation. A user-supplied power unit must be a
stabilized power supply with 5 V and min. 0.5 A (2.5 W) with a 5.5/2. 1 mm power socket

(positive terminal inside).
o

o®)

Cryptography Demonstration Kit Chapter 7° Setup and Adjustment

F 37.2.3. Sensor Electronics

The sensor electronics have a connection
[+ o for the power supply and two sensor towe
inputs. A sensor can be plugged into either - N
B 7 of the two sensor ports. Ensure that the %/ ‘48
sensors are connected to the electronics
box prior to inserting the power supply.

O
@
’-1

The sensor electronics box is equipped
E gwith a green button that is used to switch
between "adjustment mode” and "measuring
. =g Mode”. These modes determine how the
E '“g sensor LEDs respond when a laser pulse is
received by both sensors simultaneously.

=, adjustment mode, the LED on the side of

= the box lights up yellow. When light of equal it

me--o] intensities is received by both sensors, the . P
blue LEDs on both sensor will light up. 2.4

- ‘e

) in measuring mode, the LED on the side of

. . the box lights up green. When light of equal

- _Y'n intensities is received by both sensors, one of the two blue LEDs (randomly select=d) lighis
up. This effect simulates the “decision” of the single photon which is transmitiad

B - ) reflected with 50% probability on the beamsplitter.

B +y)7-3- Adjusting the Laser and 1/2-Plates

o Before performing the experiment, the polarization plane of the laser and the
- N of the A/2-plates need to be aligned.

*  First, place the laser and the beamsplitter on one of the breadboards

o Hold the fire button down for 2 seconds so the laser switches i
continuous wave mode. This makes adjustment much sasier

m o
U

;,&

WARNING

The laser module is a class 2 laser. Although no protective eyewear is required to
operate class 2 lasers, do not look directly into the beam or into scattered light. |

DEE

n

& oW

Page 32
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Chapter 7 Setup and .
.~

- X
3
E-3
|
T |
b
@
- 3

Use the AT1/M height adjustment tool to ensure that the laser runs M=)
parallel to the tabletop. Adjust the laser tipftilt using the adjusters on the

KM100 mount, if necessary. To ensure the best alignment, use the ke )]
AT1/M adjustment tool alternating between close and far distances from

the laser during the alignment process. o, N
Position the laser and beamsplitter such that light reflected off the
peamsplitter surface is at a 90° angle from the incoming beam. E e |

Now the laser is turned in its holder, rotating the polarization of the laser
While the laser does not have full linear polarization, it has a [ 3 N
predominant direction. Slightly loosen the screw that clamps the adapter

ring in the kinematic holder. Rotate the laser using the adapter ring. In :ms,
order to keep it from sliding away, one should put pressure onto the ~
adapter ring from the front with two fingers. Now use a sheet of paper to E i
observe the laser intensity reflected by the beamsplitter cube. It should = Li
distinctly decrease and increase again during rotation. You are looking

for the setting with the lowest intensity on the reflected path. ‘
Continue turning the laser until the intensity of the light reflecting off the
peamsplitter is minimal and screw down the laser in this position. [ . ii
Take the entire assembly (laser and holder) out of the selup and repeat

the previous steps using the other laser. After this process, both lasers F‘- 33

should be horizontally polarized.
(|

B Q

T G
Place the rotation mount (Item # RSP1X225(/M)-ALICE) with the 4/. 5 =
between laser and beamsplitter, with the engraved dial face facing the lase¥ & S

<3

Loosen the screw at the lop of the rotation mount for contiNUOUS Mo
operation

Rotate the /2 plate and observe the reflected intensity. The intensity
will vary with the rotation angle. Look for the orientation with the lowest

reflected intensity.

Once you've found the angle which minimizes the intensity of the
reflected light, engage the indexing mode by tightening the screw al the
top of the rotation mount.

o Take the rotation mount out of the setup and re-align the dial face
do this, loosen the two small screws on the face of the mount Rotate
the dial face until the "0" mark is aligned with the small mark at the
centered top part of the mount as shown in the photo below. The wave
plate should not rotate during this step. Tighten the two screws on the
face plate to secure the dial face

Repeat the previous steps with all rotation mounts and wave plates

U (|

wvoosesoos B
4

-
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= ,
S ,3. Setup for Alice and Bob - T & That the sensor is at the correct height.

s : | o That the laser light is centered on the hole in the sensor module
Alice and Bob should face each other at a dlstance: of about 60 cm. For best performance, | If difficulties are encountered, have one user continue sending pulses with the laser while
set up the two breadboards up as paraliel as possible. ] the other aligns the sensor.

f «  Setup Alice (laser and the 4/2 plate) on the small breadboard. The rotation mount ‘

i i ly align the other sensor in the set
should be centered on the breadboard. The holder is engraved with markings *- [Bms. g "V1'e" 1S SENSOr S configured correcily align the I elup
45, 0, 45, 90" facing the laser. Set Alice's laser to continuous mode (hold the red !
button down for 2 seconds).

+ Setthe A/2 plate of Alice to 90° on the scale (Bob stays af 0°) MNow the
l; | LED on the other sensor (reflected from the beamsplitter) should light ur
rd (Bob) b — I h | E when a pulse is sent from Alice.

o Onifheother b ob), set up the other 1/2 plate directly at the edge of 4 he tip/tilt of the beamsplitter cube can be adjusted to align the reflectad
the breadboard. This wave plate holder is engraved with "0, 45" markings. The L.h,g] > Eee " 'Ith this sensor. @ ’ ?
markings should point away from Alice. am wi §

-

Place one of the two sensors at the other end of Bob's breadboard (opposite the M Repeat these alignment steps with other polarization rotation combinations
wave plate holder). Roughly align the position of the sensor so that the laser is
incident on the detector.

For example, using polarizer rotation settings of 45° and -45° on Alice and a 0" setling on
W] Bob, both sensor LEDs should light up. This is because the light is split by the beamsplitter
and half of the total incident light reaches each sensor. If the expected behavior (indicated
e in the tables below) does not occur, continue alignment of the sensors. Alternatively

The second sensor should be placed such that:

confirm that the sensors are in adjustment mode, i.e., the side LED on the sensor
:__il electronics is it up yellow.
= Laser light from Alice that is reflected by the beamsplitter is incident on

Place the beamsplitter in between Bob's wave plate holder and detector. It should
be as close to perpendicular to the beam as possible.

this detector. The sensors should be placed such that the entrance is ;.,n Overall one has to test B cases, all of which have to work before starting the
perpendicular to the incident light. * = experiment:'®

The distance between both detectors and the beamsplitter is equal. e 0
The setup should now look as follows: -

: Alice | Bob | \Which LED Bit Alice | Bob | Which LED | Bit
Ei"'ﬂ : lights up lights up
e - geg S | O | Boh [Random -45° | 45° | Transmitted o
il i o° o° Transmitted 0 0° 45° Both Random
m 45° 0° Both Random _4_5° 45° Reflected
90° 0° Reflected 1 90° | 45° Both Randem

ol Once all cases are verified, set the sensor electronics to measuring mode (LED changes
K a3 from yellow to green).

All eight cases must perform correctly, otherwise the experiment will not produce (h=
E.n i
Figure 7 Alice and Bob !

correct results. Chapter 11 contains a troubleshooting guide for additional help with

aligning the sensors and lasers.
Fine-Tuning the Alignment

- i’"ﬂ Important: The setup should not be moved during the experiment. Leaning on the table
+  Setthe sensor electronics to adjustment mode (the side LED lights up yellow). i may cause the laser and sensors to become misaligned.

*  Set both polarization rotators to 0° and press the fire button. The blue LED on [ T

the sensor in the path of the laser should light up. If this is not the case, check: !

o  That the sensor is actually perpendicular to the beam.

o That the laser is incident on the opening in front of the detector in the
sensor.

E;'f T8 1° The bit value has also been added to the tabie for assistance. Random events will cause both
Page 36

i LEDs to light up if the sensor electronics are in adjustment mode. If the sensor electronics are in
.-, 4 g maﬂsunhg mode, Dﬂf: one random LED wilf Iﬁ' ht up.
MTNOO5660-D02
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< an eavesdropper to the setup, place the large breadboard between the
alice and Bob In this scenario, Eve is intended to intercept transmissions ‘n
<o avoid making changes to Alice and Bob and align Eve within the vj

=

J8

“tiach the BBH1 handles onto the breadboard of Eve This makes it
wossible to add and remove Eve quickly.
istall Eve's receiver. The setup is the same as aligning Bob's receiver
aescribed in Section 7 4. Test to verify that all 8 cases are aligned correctly.
hen set the sensor electronics from adjustment mode back to measuring

1 up Eve's transmitter. Eve's transmitting laser should be aligned to hit "“
:2ch of Bob's sensors (depending on polarization). Use alignment mode on 1
-ve's laser to aid alignment. Verify that all 8 transmission cases work [
setween Eve's transmitter and Bob, and then switch Eve's laser back to - |
easunng mode.

ne laser and sensor electronics box can be
aniached to the breadboard using a CL3/M
mp This makes it easier to take out Eve. As
shown in the photo to the right, each clamp
Jilizes two screws. The 1/4"-20 x 1.25" (M6 x
o mm} cap screw to the far right adapts the
wa2mp to the needed height, while the closer
20 x 2" (ME x 45 mm) cap screw secures the clamp to the breadboard.

of Eve looks as follows:

Figure 8 Eve
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£

The experiment is divided into three sections:
L . Section 8.1: Generating a key with a length of at least 20 bits

m . Section 8.2: Encryption and transmission of a 4-letter word
. Section 8.3: Installation of Eve and detection of an eavesdropper

q In order to complete the exercises, the user should be familiar with the encrypiion
principles outlined in Chapter 5. Detailed examples are presented in Chapter 6. illustrating
g the entire process with and without Eve. A sample measurement protocol can be found

Chapter 9.

8.1. Key Generation

"M Exercise 1: Set up Alice and Bob so that they face each other at a large distance (leave

enough space to place Eve between Alice and Bob). Using the guidelines in Chapter /

. F-«!I align Alice and Bob so that all 8 transmission cases produce reproducible results. During

this step, the sensor electronics should be in adjustment mode (the LED indicator Is

5"*3 yellow).

Execution: See Chapter 7 for setup instructions. A basic schematic is shown in
Figure 3 and a photo of the complete setup is shown in Figure 7 The possible
transmission cases are outlined in Section 7 4.

Exercise 2: Alice and Bob randomly select their bases and Alice also selects random bits
for transmission. Chapter 9 provides a 52-bit measuring protocol. Fill in the bits and bases
that Alice will use to transmit her signal and the bases that Bob will use for detection

Execution: This corresponds to step 1 in the example described in Section 6 1 The

protocols can be found in Chapter 9.
Exercise 3: Transmit Alice’s bits in the bases chosen in Exercise 2. Bob notes the bits he

Execution: This corresponds to step 2 in the example described in Section 6.1 Alice
and Bob have to generate a key that is at least 20 bits long. We recommend a
| transmission sequence of at least 52 bits for this purpose. Because of the random

component in generating a key, a longer transmission is more likely to achieve the
20 matching bases for the encryption key. During this step, the sensor electronics
should be in measurement mode (the LED indicator is green)

To summarize the choice of bases used in transmission, if Alice
Selects 0° then she sends a 0 in the "+ basis.

Selects 80° then she sends a 1 in the “+" basis

Selects -45° then she sends a 0 in the “x" basis

Selects 45" then she sends a 1 in the “x” basis

Rev B, May 16, 2017 Page 35
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Aji;” and Bob transmit !he bits according to the table prepared in Exercise 2. Alice sends
her bit and Bob notes his measurement (reflected = 1, transmitted = 0).

B

Exercise 4: Alice and Bob publically exchange the bases used for each measurement.
They then erase any measurements where the bases do not match. The remaining
measul its form the complete encryption key.

Execution: This corresponds to step 3 in the example detailed in Section 6.1. Alic

any measurements with matching bases. The corresponding bits form the
encryption key.

If 52 measurements are not enough to generate a 20 bit encryption key, then the
transmission should be repeated with more measurements until a 20 bit key is
generated

8.2. Encryption and Transmission of a Four-Letter Word

Exercise 5: Encrypt Alice’s message (4 letters) using the key that was generated.

Execution: The procedure is described in step 4 of Section 6.1 and also in Section )

=2

5:2
Exercise 6: Transmit the encrypted message from Alice to Bob. I

Execution: Transmission of the actual message is done entirely in one basis. Alice
sends her encrypted bits (0° for 0, 90
for data transmission. This correspon

ds to steps 5a and 5b in Section 6.1.

Exercise 7: Decrypt the bits received by Bob to find Alice's message.

I‘ET’S
E
K

Execution: This process is the same as described in Section 5.2 and corresponds
to step 6 in Section 6.1.

8.3. Adding Eve and Detection of Eavesdropping

Exercise 8: Place Eve between Alice and Bob, and set both sensor electronics to -
adjustment mode (LED lights up yellow). Adjust Eve's receiver so that all 8 transmission E"R]
cases work with Alice. Then, adjust Eve's transmitter so that all 8 transmission cases work

with Bob. Return to measurement mode for both sensor electronics (LED lights up green). M

Exeoqu: The adjustment is performed as described in Chapter 7 (also see Figure ...

4 and Figure 8). The goal should be to align Eve without disturbing the setups for M=
Alice and Bob, since the eavesdropper has no influence on the sender and receiver. _

Then set the sensor electronics to measurement mode. B qd
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|
and Bob exchange their bases ("l have chosen +" or “| have chosen x") and mar: ""‘g
-3
E-2

S.-i i Exercise 10: Send Alice’s first bit using the

s

* for 1). Alice and Bob do not change the basis m

ETy
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Exercise 9: Fill out the table for Eve, which determines the random choice of the + or the
« basis. Random bases are also needed Alice and Bob again, and random bits should be
chosen by Alice for transmission.

Execution: There are two methods for implementing this step. In an ideal scenario
where the users are isolated from each other, Eve could just choose a basis
spontaneously and transmit the measured result. However, because users are in
the same room, the physical act of changing a basis leads to a non-random bias for
Eve's operator. Choosing random bases at the start of the sequence prevents this
bias from interfering with the results of the experiment. A sample table of bases for
Eve to use can be found in Chapter 9. Keep in mind that Eve's operator does nol
have to record any data.

An example is also provided in Step 1 of Section 6.2

basis chosen in the previous exercise, Eve
rcise 9). She receives a bit which she relays

choses her first basis (randomly chosen in Exel
bit he receives. This is performed for all 52

to Bob using the same basis. Bob records the
bits/bases in the sequence.

Execution: Alice and Bob use the
the signal from Alice using the ran
transmits her measurement (using
step 2 of Section 6.2.

same procedure as in Exercise 3 Eve recemnes
domly chosen basis from Exercise 9. Then she
the same basis). This exercise corresponds 10

Exercise 11: Alice and Bob publically exchange their bases for each measurament T
then erase the measurements in the sequence where the bases do not match

Execution: Similar to Exercise 4, Alice and Bob compare their bases and eliminate
bits where the bases used do not match. The remainder forms the bit sequence that
is used to test for an eavesdropper. This exercise corresponds to step 3 in Section
6.2.

Exercise 12: Compare Alice’s and Bob's results from exercise 11

Execution: Because of Eve's eavesdropping and transmitting bits using 2 random
basis (not necessarily identical to Alice), the bit sequences recorded by Alice and
Bob should contain errors (bits that do not match). The presence of these errors
what allows Alice and Bob to detect the presence of an eavesdropper. This
different than the result from Exercise 4 where Alice and Bob should obtain tha
same result. This exercise corresponds to step 4 in Section 6.2

i
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