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Applications are invited from Indian nationals only for projerct position(s) as per the details given bclow for the rcsearch pro.ieo
under the Principal lnvesrigator' Dr. Bhaveshkumar & Bhalja, t)epanmenl of Fllectrical Engineering. lndian lnstiturc, rrf
Technolog). Roorkee,

5

I Iitle ot projcct: Al-based cv-ber-physical pmtection & Monitoring in Digitar substations2. Sponsor ofthc project: CE Renewable Energr Technologies Limited. Hyderabad, Telangona, lndiai. Proiecr position(s) and rumber: .fRF (01)

'l ()ualitications: M. f,./M. Tech. in Electrical Engineering with specislization in power systems or equivalent antl
must hrvc qualified GAT[/NET.
lirn()lllltcnrs; t0.000 r*R?t
n8tion!l/internationallevel. C

) + Conti[gencies tbr rttending confrreoces {l

Durarion: J vcars or till the end ofrhe projcct ($hichc\.(t' rlie r)
Job dsscriPtion:'fo develop arul validate architecture for Al-assisted c.vber-physical prorecrion and monilor.rrrg rn .rrr
I DC-6 I E50-based digital subslation wi th rhe l,ol lowing objr.cti ves:
(i) Conduct a detailed literature review on digial subsrations, AIiML in power sysrem pmtection & moniloring, ILC

6l 850 standard related cyber risks, and utitity deploymcnt constraints.
(ii) Define cyber-physical threal model and operaional use cmes rvith utilitt relevance.
( iii) Build a rEsearch data lramework covering pmtectioo serings, proc€ss hus data. eyent logs, network telemet[. a1d

asseicondition ifl puts.
(iv) Develop a baseline digital substation test environmenrsimulation r.r.orkflou, l.or earlv identificatiorumitisation oi.

cyber risks in digilal subsrations.
(v) Scope of work: The research will focus on develol:ing validating, and deploying novel Al-based cyber-secure

architectures for pmcess-bus and station-bus environrrrents in IEC-6185o-based digiral substations where sampled ralues.
CooSE. MvlS' event logs. and condition-monitoring inpub coexist and where utilities increasingly seek edge-native.
interoperable. and cvber-sccure analylics.

(vi) Candidates, before appearing lor the interview. shall ensure thar the) are eligible t'or the position they intend to appl!.(vii) Candidates desiring to appear for lhe interview should submit rheir applications with the following documenrr ro rhe
Principal lnvestigator through email only (bhay€sh.bhalja@er.iitr.ac.in) b1. 0U nf20}6.. l)etailcd CV including chronological discipline ofdegreercenificatcs ubrainerl.
. !rperiencc including research. industrial lield. and othem.
. Self-ane$ed copies ofthe degree;certificate and thc e\perience certificate.

' Prtxrf of qualifying CATE score (incruding marks obtaincd. rank and )ear ot quarificarion).
(viii) Pretbrcnce will be given to SC/ST candidares on equar quarifications and erperience.
(ix)
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An olTline interview will be conducred. and lhe dale wil. tre communicatcd ro rhe
\ote: The selected cstrdidrte ms) get an opportunity for ph. D. admission.

Affo-u'-)
tlmail: bhsvesh.bhalja@.ee.iitr.acin

i'l'o he uploaded on IIT Roorkce website and

eligible candidatelz-- *6k1 . --

,r" "*,*nil.#J:iJ,f,;Prlnciprl Investigator

resses hv PI for wider circulation.t to appropriate add

Dean
Sp0ngcred Resealch & lndustial Consultancy

rl::li lnstitutc of Tcthnology Roorlee
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https://maOr.rtr.ac.in/Oublici pdfis/weblvrewer.isO?file=https% ,^#6w iilr.ac.in
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